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现有 IDS 存在的问题：入侵手段升级迅速，传统的滥用检测(Misuse Detection)
方法不易检测，而异常检测方法误报率往往较高；网络带宽正向千兆级发展，而
现有网络入侵检测系统(如 Snort)若运行在 x86 平台上，往往在百兆网络中丢包率
就已不低，即使运行在 NP 等高速专用平台上也难以完全负荷千兆级网络流量。 
本文在对现有入侵检测理论、方法、体系结构以及实例进行了广泛深入研究
后，将协议分析、模式匹配、人工免疫三大方法加以改进并整合，以 Snort2 为原
型设计出一种智能网络入侵检测系统，并在其中 3 个关键模块里作出了创新： 








模块测试表明：本系统 3 个关键模块算法与现有算法相比性能均有所提高。 
总体测试表明：本系统与 Snort2 相比，ROC 曲线和负载性能有一定的改进；
具有异常检测能力，能检测未知攻击并自适应学习(需额外占用小部分资源)，而
Snort2 作为纯粹的滥用检测系统，不具备真正意义上的异常检测能力。 
本系统若运行于 x86 平台，在百兆网络中丢包率 多能比同等情况下的



















IDS (Intrusion Detection System) is a type of positive safety system. It integrates 
many theories and methods. The research of intrusion detection system has important 
theory and application significance。Intrusion detection system can be classified as 
network-based intrusion detection system and host-based intrusion detection system 
by its data source. This thesis makes researches on network intrusion detection 
system.  
Problems in existent intrusion detection systems：Because of increasing and fast 
changing intrusion methods，traditional misuse detection methods have difficulty to 
detect these intrusion, anomaly detection methods sometimes have high false positive 
rate. At the same time, because of the network bandwidth is growing up to 1000M，
existent network intrusion detection systems(for example, Snort)running on x86 
platform lost mass packages just in 100M network, and even if running on high speed 
platform as NP(Network Processor), it's hardly for them to completely endure the load 
of intrusion detection in 1000M network. 
After perform abroad and thorough researches on existent intrusion detection 
theories, methods, system architectures and examples, this thesis improve and 
integrate the methods of protocol analysis, pattern matching, artificial immune, to 
design an Intelligent Network Intrusion Detection System based on Snort2，and make 
some innovations in the 3 key modules: 
In the improved protocol analysis preprocessor module: Thesis introduces an 
improved IP fragment reforming algorithm, an improved TCP stream reforming 
algorithm and an improved application layer protocol analysis ，and integrates the 
niching genetic algorithm and C4.5 decision tree to optimize the protocol analysis 
preprocessor. 
In the improved pattern matching detection engine: Thesis improves the pattern 
matching algorithms and changes them into dynamic algorithms. And, based on the 
patterns' length, look upon their matching time as their path length, introduce the 













  III  
the optimizational partition  of patterns set, and select the corresponding 
optimizational pattern matching algorithm，so that to design an Intelligent integrative 
dynamic  pattern matching  algorithm. 
In the improved artificial immune detection engine: Thesis adopts the 
phenotype/genotype chromosome coding mechanism based on the fuzzy logic，then 
introduces the heuristic variation deterministic crowding niching genetic algorithm to 
optimize the basic immune algorithm for reducing the computational complexity . It 
can reduce the detectors number as well as enhance the detection ability, and 
obviously reduces the time required in detectors generation process.  
Unit test proved that the performance of the algorithms in the module of this 
Intelligent Network Intrusion Detection System has been enhanced.  
System test proved that the ROC curve and load capability of this system is better 
than Snort2. And it has the anomaly detection ability, can detect unknown intrusion 
and can perform self-adapting study. Contrastingly, Snort2 doesn't have the anomaly 
detection ability as a simplex misuse detection system.  
If running on x86 platforms, this system has a 15% lower packages lost rate than 
Snort2 at most in the intrusion detection of 100M network, while they just doing the 
same pattern matching work. If running on high-speed platform as NP, because that 
the  integrative matching algorithms and artificial immune algorithm in this system 
have better parallel computing ability than the simplex matching algorithm in Snort2, 
this system can adapt better to the micro engines’ parallel processing. Further more, 
because of the immune diversity mechanism of the immune detectors; the artificial 
immune algorithm in this system has good distributed performance. So, the Intelligent 
Network Intrusion Detection System in this thesis will do more better in the future 
1000M distributed network intrusion detection then the recent snort2.x running on NP, 
too.   
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